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DETAILED ACTION 

1. Claims 1-20 are pending in the application. 

2. Claims 1-20 have been rejected. 

Specification 

3. The title of the invention is not descriptive. A new title is required that is clearly indicative of 
the invention to which the claims are directed. 

The following title is suggested: Method and Apparatus for Discriminating the Secrecy 

Level Information of Received Data. 

Claim Rejections - 35 USC §102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(., the invention was described in a patent S^^S 
States before the invention thereof by ^^^S^^oSiJL beta the invention 
has fulfilled the requirements of paragraphs (1), (2), ana W ot secium v > 
thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act of 1999 
(AIPA) and the Intellectual Property and High Technology Technical Amendments Act of 2002 
do not apply when the reference is a U.S. patent resulting directly or indirectly from an 
international application filed before November 29, 2000. Therefore, the prior art date of the 
reference is determined under 35 U.S.C. 102(e) prior to the amendment by the AIPA (pre-AIPA 
35 U.S.C. 102(e)). 

4. Claims 1-7, 9 and 10 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Schneider et al U.S. Patent No. 6,105,027. 
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As to claims 1, 9 and 10, Schneider et al discloses a communication apparatus for 
transferring data received from a first network to a second network, the apparatus comprising: 

first discrimination means for discriminating the destination information of the received 

data [column 26, lines 28-61]; 

second discrimination means for discriminating the secrecy level information of the 

received data; and 

control means for executing the transfer of the received data, according to the result of 
discrimination by the first and second discrimination means [column 17 line 66 to column 18 
line 12]. 

As to claim 2, Schneider et al discloses that the control means transfers the received data 
with encryption, according to the discrimination by at least either of the first and second 
discrimination means [column 21, lines 15-52]. 

As to claim 3, Schneider et al discloses that the secrecy level information includes 
whether the received data are confidential data [column 17 line 66 to column 18 line 12]. 

As to claim 4, Schneider et al discloses that the control means transfers the received data 
to the destination by e-mail, according to the discrimination by at least either of the first and 
second discrimination means [column 25, lines 15-43]. 

As to claim 5, Schneider et al discloses that the control means stores the received data in 
a predetermined memory, according to the discrimination by at least either of the first and second 
discrimination means [column 21, lines 15-52]. 

As to claim 6, Schneider et al discloses that the destination information includes whether 
encryption information corresponding to the destination is provided [column 26, lines 28-61]. 
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As to claim 7, Schneider et al discloses that the destination information includes path 
information to the destination for the received data [column 26, lines 28-61]. 
5. Claims 11-13, 15, 16, 19 and 20 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Inoue et al U.S. Patent No. 6,167,513. 

As to claims 11, 19 and 20, Inoue et al discloses a communication apparatus for 
transferring data received from a first network to a second network, the apparatus comprising: 

discrimination means for discriminating whether encryption information corresponding to 
the destination of the received data is present [column 12, lines 65-67]; and 

control means for executing control whether to transfer the received data with encryption 
based on the encryption information corresponding to the destination, or to store the received 
data in a predetermined memory [column 13, lines 38-60]. 

As to claim 12, Inoue et al discloses that the control means transmits, to the destination, a 
message indicating that the received data are stored in a predetermined memory [column 17, 
lines 35-47]. 

As to claim 13, Inoue et al discloses that the encryption information is acquired from the 

destination [column 20, lines 35-61]. 

As to claim 15, Inoue et al discloses that the control means is adapted, upon acquiring the 
encryption information from the destination, to encrypt the received data stored in the 
predetermined memory with the encryption information and to execute transfer to the destination 

[column 20 line 62 to column 2 1 line 21]. 

As to claim 16, Inoue et al discloses the control means executes the encryption according 
to the transfer path to the destination [column 20 line 62 to column 21 line 21]. 
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Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

manner in which the invention was made. 

6. Claim 8 is rejected under 35 U.S.C. 103(a) as being unpatentable over Schneider et al 
U.S. Patent No. 6,105,027 as applied to claim 1 above, and further in view of Perlman U.S. 

Patent No. 6,363,480 Bl. 

As to claim 8, Schneider et al does not teach that the destination information includes 
whether the encryption information corresponding to the destination is within an effective 

period. 

Perlman teaches information that teaches whether encryption information is within an 
effective period [column 6 line 58 to column 7 line 8], 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Schneider et al so that the destination information 
in the header would have included encryption information corresponding to the destination was 

within an effective period. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Schneider et al by the teaching of Perlman because it 
permits selection of an appropriate decryptability lifetime for specific units of data, such as 
electronic mail messages. Further, where one or more third party ephemerizer systems are used 
to provide ephemeral keys to encrypt a message, such third party ephemerizers may be employed 
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,o destroy the ephemeral keys a, .heir expiration times, without burdening the communicating 
parties with this responsibility [com™ 4, lines 18-27). 

7. Claim 14 is rejected under 35 TJ.S.C. 103(a) as being unpatentable over Inoue e. al U.S. 
Paten. No. 6,167,513 as applied t. Cain. 11 above, and further in view of Rahtgen U.S. 
Patent No. 4,882,779. 

As to claim 14, Inoue et al does not teach that the control means executes the encryption 
according to the secrecy level of the received data. 

Rahtgen teaches encrypting according to a level of secrecy [column 13 line 56 to column 

14 line 3]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Inoue et al so that the control means would have 
executed the encryption according to the secrecy level of the received data. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Inoue e. al by the teaching of Rahtgen because it 
eliminates the risk of provding .ransparency .0 the firs, data system or the high secrecy and high 
security data system from the second data system or the low secrecy and low security data 
system, as, on the one hand, regarding the firs, data system, i.e. the high secrecy and high 
security da,a system, the personal authentication code is output to the firs. da,a system, in an 
encrypted state exclusively, which in itself guarantees the high security and high secrecy level, 
m d on the other hand, regarding the second data system, i.e. the low secrecy and low security 
data system [column 3, lines 48-67]. 
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8. Claims 17 and 18 are rejected under 35 U.S.C. 103(a) as being unpatentable over Inoue 
et al U.S. Patent No. 6,167,513 as applied to claim 11 above, and further in view of Perlman 

U.S. Patent No. 6,363,480 Bl. 

As to claims 17 and 18, Inoue et al does not teach that the encryption information 
includes an effective period. Inoue et al does not teach that the effective period of the encryption 

information is renewable. 

Perlman teaches encryption information that includes an effective period Perlman teaches 
that the effective period of the encryption information is renewable [column 6 line 58 to column 
7 line 8]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Inoue et al so that the encryption information 
would have included an effective period. The effective period of the encryption information 

would have been renewable. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Inoue e, al by the teaching of Perlman because it permits 
selection of an appropriate decryptability lifetime for specific units of data, such as electronic 
mail messages. Further, where one or more third party ephemerizer systems are used to provide 
ephemeral keys to encrypt a message, such third party ephemeras may be employed to destroy 
the ephemeral keys a. their expiration times, without burdening the communicating parties with 
this responsibility [column 4, lines 18-27]. 
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Conclusion 

9. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Aravind K Moorthy whose telephone number is 703-305-1373. 

The examiner can normally be reached on Monday-Friday, 8:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Ayaz R Sheikh on be reached on 703-305-9648. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Paten, 
Application Information Retrieval (PAIR) system. Status information for published applications 
raay be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, comae, the Electronic Business Center (EEC) a. 866-217-9197 (toll-free). 



Aravind K Moorthy 
June 29, 2004 



